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1. Introduction: What is CREO?
CREO is a next-generation communication platform, built on the principle that true privacy and digital 
sovereignty are no longer optional, they are essential. In an era where surveillance, data exploitation, 
and corporate control have become the norm, CREO represents a fundamental shift: a system that 
cannot be compromised, censored, or co-opted.

At its core, CREO is more than just another secure messaging app. It is a privacy-first ecosystem, 
combining state-of-the-art cryptography, a decentralized governance model, and a fully community-
driven development pathway. CREO ensures that no single authority — not governments, 
corporations, or even its own founders — can ever gain unilateral control.

The Problem

Despite rapid adoption of end-to-end encryption, current communication systems suffer from 
fundamental weaknesses:

 Single point of failure
Most “secure” platforms rely on central servers, which can be pressured by governments, 
hacked by adversaries, or compromised by insider threats.



 Metadata exposure
Even when content is encrypted, metadata (who communicates with whom, when, and how 
often) is retained and sold, shared, or used for profiling. Metadata alone can reveal social 
networks, political affiliations, and business secrets.

 Identity leakage
Applications like WhatsApp, Telegram, and Signal tie users to phone numbers or emails, making 
them easily traceable. This linkage undermines anonymity and facilitates surveillance.

 Insufficient encryption strength
Most platforms use 256-bit AES, which is considered strong today but may not withstand 
advances in computing power or quantum decryption in the coming years.

 Lack of coercion resistance
When users are forced to reveal their credentials, traditional platforms offer no mechanism to 
protect sensitive data. A password entered under duress grants full access.

 Weak extensibility and governance
Current communication tools are controlled by centralized companies. Users cannot vote on 
protocol upgrades, plugin approvals, or treasury management. Ecosystem growth is dictated 
top-down rather than bottom-up.

The Solution

CREO was designed from the ground up to eliminate these weaknesses:

 Unbreakable cryptography: Proprietary AES-512 cascade encryption, quantum-resistant 
algorithms, and multi-layered defenses ensure that communication cannot be intercepted, 
decrypted, or profiled. See § 4.1 AES-512 Proprietary Encryption.

 Zero-trust infrastructure: CREO removes single points of failure by distributing routing, 
storage, and governance across a decentralized network with no central servers and no hidden 
master keys.

 Community-driven governance: The CREO DAO gives real power to its supporters. Token-
based voting, strict anti-whale measures, and dynamic safeguards guarantee that no single 
actor can dominate decision-making.

 Resilience by design: Features such as panic accounts, encrypted execution, disposable keys, 
and the Secure Encryption Protocol (SEP) network make CREO resistant not only to digital 
threats but also to coercion, surveillance, and physical compromise.

Why Now

Global events have made it clear: privacy is under attack. From mass surveillance programs and 
invasive legislation to the commercial harvesting of personal data, individuals and organizations face 
unprecedented risks. Traditional “secure apps” have repeatedly failed to protect users, either by 
technical weakness, forced compliance, or outright collusion.

The consequences are measurable and severe:

 70% of organizations have experienced data breaches in the past five years.



 The average cost of a healthcare breach is $9.3 million, underscoring the risks of weak 
communication security in critical sectors.

 Journalists, activists, and whistleblowers worldwide continue to face growing suppression 
and exposure, often because existing tools fail to adequately protect them.

CREO emerges at this critical moment to provide a viable alternative: a platform that cannot betray its 
users because betrayal is technically impossible. By aligning cutting-edge cryptography with 
decentralized governance, CREO sets a new standard for security, transparency, and trust.

Why CREO

CREO is unique because it is not just software, it is an ecosystem designed to evolve under the direct 
control of its community. Every certificate holder, every token holder, every participant becomes part of 
a movement to reclaim digital autonomy. With CREO, communication is not just secure: it is 
untraceable, uncensorable, and unbreakable.

2. Who is CREO for?
CREO is built for anyone who values privacy, sovereignty, and security in their digital life. In today’s 
world, these values are not limited to activists or high-profile individuals, they are fundamental to every 
user, organization, and community.

Everyday Users

For individuals, CREO offers peace of mind in daily communication. Whether messaging friends, 
managing personal data, or sharing sensitive files, users can be confident that their privacy is absolute. 
No servers harvest metadata, no hidden backdoors exist, and no external entity can monitor their 
conversations.

Professionals & Businesses

Lawyers, journalists, healthcare providers, and executives all handle confidential information that 
cannot risk exposure. CREO provides an environment where contracts, reports, medical data, or client 
discussions remain mathematically secure, shielded even against insider threats, legal coercion, or 
infrastructure compromise.

High-Risk Groups

For activists, political dissidents, whistleblowers, or those operating under hostile regimes, CREO is a 
lifeline. Features such as panic accounts, temporary keys, and the Dedicated Private Network (DPN) 
ensure communication leaves no metadata, cannot be traced, and remains secure even under 
surveillance or physical coercion.

Corporate Workforce
Employees across industries handle valuable data every day: product designs, strategic plans, financial 
records, and customer information. For these workers, the risks of corporate espionage, data theft by 
competitors, or interception by foreign intelligence agencies are real. CREO ensures that confidential 
business communication remains fully protected, preventing leaks, theft, or unauthorized surveillance 



at both the individual and organizational level. 

Governments, NGOs & Security Agencies
Diplomatic missions, humanitarian organizations, and even national security agencies require 
uncompromisingly secure communication. CREO provides a platform where sensitive negotiations, 
field operations, or intelligence coordination remain shielded from surveillance, interception, or insider 
compromise. By eliminating metadata and single points of failure, CREO ensures that even the most 
mission-critical exchanges stay confidential and tamper-proof. 

Communities and Organizations

CREO is also a governance platform. Through CREO, groups can make decisions collectively, 
transparently, and securely. This model empowers non-profits, online communities, and even 
enterprises to adopt a decentralized structure where no central authority can override the collective 
will.

The Global Movement

Ultimately, CREO is for the community at large: individuals and organizations who refuse to accept that 
privacy must be traded for convenience, or that digital rights must be sacrificed for security. By 
participating in the CREO ecosystem, every supporter contributes to a global infrastructure of freedom 
and trust, one that cannot be bought, censored, or dismantled.

3. Features: What Can CREO Do?
CREO is a complete privacy-first ecosystem. It combines state-of-the-art cryptography, zero-trust 
design, and coercion-resistant safeguards into one unified platform. Its features are intuitive for 
everyday use, yet built on advanced cryptography under the hood. Users can benefit from 
uncompromising security and confidentiality without ever having to deal with the underlying 
mathematics. 

3.1 Secure Communication (Overview)

CREO provides multiple forms of secure communication, all end-to-end encrypted:

 Secure Chat: one-to-one messaging.

 Private Chat: extra-secure mode with custom user keys and additional cryptographic layers.

 Secure Audio & Video Calls: encrypted in real time, resistant to interception.

 Conference Chat: secure group communication with host-based permissions.

 Flash Messages & Pictures: ephemeral content that disappears after being viewed.

For full details, see §3.8 Communication Channels.

3.2 Encrypted Storage



All data in CREO is stored inside encrypted containers on the user’s device. These containers remain 
encrypted at all times — even while data is being accessed or processed — ensuring that no usable 
information ever appears in plaintext.

 Secure Notes: Private notes created and stored directly inside CREO’s encrypted containers. 
Notes never leave the device in readable form, making them ideal for personal reminders, 
credentials, or sensitive records.

 File Storage: Documents, media, and files placed into CREO’s encrypted containers remain fully 
protected even when opened or used. This resists forensic tools, malware, or device seizure, 
ensuring that no third party can access or prove their existence.

3.3 Multi-Channel Security

Normal communication platforms rely on a single centralized channel, which makes surveillance, 
metadata collection, or censorship inevitable. CREO takes a radically different approach by using 
multiple independent security layers and routing options.

 Default SEP Routing: All traffic in CREO flows by default through the Secure Encryption 
Protocol (SEP) network: a decentralized relay mesh of independent SEP Nodes. Nodes forward 
packets blindly, without knowledge of sender, recipient, or content. This ensures no metadata, 
no traceability, and no single point of failure.

 Dedicated Private Network (DPN): A purpose-built tunneling layer within CREO that conceals 
not only the content of communication but also the very fact that communication is taking 
place.

 Invisible Operation: CREO’s default SEP traffic is designed to be indistinguishable from random 
background noise. Even under advanced surveillance or censorship attempts, SEP packets 
blend seamlessly into ordinary network activity. 

 Parallel Routing: CREO can route traffic simultaneously across multiple secure networks — 
including SEP, Tor, and Matrix — so that even global surveillance actors cannot correlate or 
trace communication paths.

3.4 Identity Protection & Intrusion Resistance

CREO integrates mechanisms to protect users from intrusion, coercion, or identity compromise:

 User Verification: Zero-knowledge cryptographic verification ensures anonymous contacts are 
who they claim to be.

 Intrusion Prevention System (IPS): Monitors for malware and exploitation attempts. On 
detection, CREO can shut down instantly to prevent leaks.

See §3.6 and §3.7 for Panic Accounts & Shock Detector features.



3.5 Extensibility

Plugin Ecosystem: CREO supports a secure plugin architecture where third-party extensions run in a 
sandboxed environment inside the app. This ensures that no plugin can compromise user privacy, 
integrity, or anonymity.

 Plugin Store: Through the integrated Plugin Store, users can easily install, manage, and remove 
plugins.

 Launch Offering: At launch, eight plugins will already be available to every user, free of charge:

1. Lotus Wallet: multi-currency wallet for private payments; includes cold storage (Lotus 
Vault) and escrow functionality.

2. MultiSwap: fast in-wallet crypto swaps via atomic swaps; fully on-chain and 
decentralized.

3. MultiTrade: private, encrypted access to the Global Exchange Platform (GEP) for 
fiat/crypto trading.

4. MyShop: enables personal or business shops inside CREO; end-to-end encrypted e-
commerce.

5. BlackCard: anonymous prepaid cards (virtual/physical) through escrow accounts, never 
linked to identity.

6. Calendar: encrypted calendar with secure sharing for trusted contacts.

7. Cloaking Device: disguises CREO as ordinary apps; full functionality appears only after 
successful login.

8. VIP Club: exclusive private concierge service with enhanced privacy.

 Future Expansion: CREO is designed to grow with community-driven needs. From 
collaboration tools to private marketplaces, the platform will continuously expand its capabilities 
through verified, secure plugins.

3.6 Shock Detector

The Shock Detector provides a hardware-assisted safeguard against coercion, forced access, or 
physical tampering. It is fully configurable and operates as an automated trigger for protective 
responses.

Key properties:

 Adjustable sensitivity: Sensitivity levels can be configured from low to ultra-sensitive, enabling 
fine-tuned calibration for different operating environments.

 Configurable responses: When triggered, the Shock Detector can automatically perform one 
or more predefined actions, including forced logout, locking CREO, or initiating a secure wipe.



 Contextual protection: The mechanism is designed for real-world scenarios such as theft, 
forced device inspection, loss of device control, or physical duress. In each case, the Shock 
Detector reacts instantly to block compromise and preserve confidentiality.

 Operational flexibility: Protective actions can be chained with other CREO features, for 
example triggering covert alerts, or restricting access.

 Pre-emptive defense: Activation occurs before an adversary can interact with the device, 
providing the account holder with a silent and immediate security advantage.

Rationale: In high-pressure situations, response time is critical. The Shock Detector gives CREO the 
ability to act within fractions of a second, transforming unexpected physical events into controlled 
defensive outcomes.

3.7 Panic Accounts

When the act of authentication itself becomes the attack surface, CREO provides a convincing, 
practical, and forensics-resistant control: Panic Accounts.

A Panic Account is a fully functional, independent account that shares the same username as the 
primary account but is unlocked with a distinct panic password. It is created from within the primary 
account and populated as required. The regular password opens the primary account. The panic 
password opens the panic account. To external observers, a panic account is indistinguishable from an 
ordinary account. Without knowledge of the password, it is impossible to determine whether a Panic 
Account exists or how many exist. Even advanced forensic tooling cannot detect them.

Panic Accounts are real accounts, not placeholders. They can contain contacts, messages, notes, 
plugins, settings and other data. Because they behave like ordinary accounts, they are credible under 
coercion. If credentials must be revealed, the account holder can authenticate into a decoy 
environment while the confidentiality of the primary account remains preserved.

Key properties:

 Full functionality and isolation: Each Panic Account is an independent account with its own 
data, encryption keys, and settings. There is no overlap or leakage between the primary 
account and any panic account.

 Operator-defined content: The account holder decides what the panic account contains, for 
example an inactive profile or an active account. Content is configured to remain plausible 
under inspection.

 Layered panic support: Panic Accounts are composable. From a panic account, additional 
panic accounts can be created, resulting in multiple nested layers. There is no enforced limit. 
Each layer is fully functional and isolated.

 Forensic resistance: No logs, metadata, or forensic artifacts link a panic account to the primary 
account. From an external viewpoint, a panic account is simply a legitimate user environment.

 Operational protections: On activation, Panic Accounts can perform protective actions, 
including:



 Sending covert alerts to predefined contacts without notifying an adversary.

 Triggering self-protection protocols.

 Rationale: In coercive scenarios, the relevant question is not whether authentication can be 
compelled, but which environment will be revealed. Panic Accounts convert a forced login 
into a controlled safety decision. Credible access is provided while confidentiality, 
plausibility, and deniability are maintained.

3.8 Cross-Platform Availability

CREO is available across major operating systems without compromising its security guarantees.

 Supported Systems: Windows, macOS, Linux, Android, and iOS.

 Consistent UX: The interface and security guarantees remain identical on all supported 
platforms.

 Device Binding: Each installation of CREO is uniquely bound to the device on which it is 
installed. This ensures that the app cannot be cloned or accessed from another device without 
re-provisioning.

 No Synchronization: For maximum privacy and security, CREO does not synchronize any data 
across devices. Encrypted containers remain local only, eliminating risks from cloud storage or 
cross-device leaks.

3.9 Communication Channels

From a user perspective, CREO offers a broad set of communication features, all secured by multilayer 
encryption:
    • Secure Chat: One-to-one messaging with full privacy.
    • Private Chat: Extra-secure channels with custom user keys.
    • Secure Audio & Video Calls: Real-time encrypted calls.
    • Conference Chat: Secure group communication with host-based permissions.
    • Flash Messages & Pictures: Ephemeral content that disappears after viewing.
    • Secure Notes & File Storage: Confidential storage directly inside encrypted containers (see §3.2).
    • Multi-Channel Networking: Users can route traffic through SEP, Tor, and Matrix simultaneously, 
enhancing privacy and anonymity

4. Technology Foundations
While Chapter 3 described CREO’s features from a user perspective, this chapter details the underlying 
technologies that make those features possible. CREO’s strength lies in its unique combination of 
proprietary cryptography, zero-trust design, and multi-layered defenses. 



4.1 AES-512 Proprietary Encryption

 AES-512 in CREO is a proprietary cryptographic primitive and not an official AES variant 
recognized by the National Institute of Standards and Technology (NIST). Whereas standardized 
AES exists only in 128-, 192-, and 256-bit forms, CREO employs a custom symmetric blockcipher 
design based on an extended Rijndael-512 configuration, which supports 512-bit blocks and 
keys. This construction is proprietary and fully separate from the NIST-approved AES family.

 Custom design: CREO’s AES-512 implementation should be considered a novel, in-house 
engineered Rijndael-512–class primitive, not a drop-in replacement for standard AES. While 
modern secure messaging platforms typically rely on AES-256, CREO extends the keyspace to 
512 bits to significantly enlarge brute-force resistance and to create a substantial security 
margin against future threats, including quantum-accelerated attacks. This is not a trivial 
concatenation of two AES-256 keys but a structurally extended cipher designed to increase 
effective entropy across all rounds.

 Cascade architecture: CREO applies AES-512 in multiple consecutive layers, forming a 
Rijndael-512–based cascade. Each layer uses independently derived keys and IVs generated 
from Keccak-512 entropy. Even if a theoretical weakness were discovered in a single layer, the 
layered cascade preserves confidentiality, integrity, and forward security. The term “AES-512” in 
CREO therefore refers to this multi-layer Rijndael-512 cascade, not to any standardized or NIST-
recognized AES variant.

 Exponential keyspace: AES-256 offers 2²⁵⁶ combinations; AES-512 expands this to 2⁵¹² possible 
keys. Concretely, this corresponds to the following number of combinations per layer:
1340780792994259709957402499820584612747936582059239337772356144372176403
007354697680187429816690342769003185818648605085375388281194656994643364
9006084096. ≈ 1.3407807929942597 × 10¹⁵⁴ possible keys per layer. This exceeds the security 
of AES-256 by an extraordinary margin, making brute-force attacks computationally infeasible 
under any realistic or foreseeable circumstances.

 Quantum resistance: Quantum algorithms such as Grover’s can reduce the effective key 
strength of symmetric ciphers. CREO’s AES-512 cascade is explicitly designed to remain secure 
even under quantum speedups, preserving a security margin far beyond the effective strength 
of AES-256 in a post-quantum environment.

 Audit & verification: Because CREO’s AES-512 construction is proprietary, its security is not 
based on implied trust. CREO will conduct rigorous internal reviews and commission 
independent third-party cryptographic audits prior to production release. These audits will 
assess mathematical soundness, implementation correctness, and resistance to classical and 
quantum attack classes. To ensure transparency without exposing proprietary internals, CREO 
will publish audit reports and provide reproducible build checksums allowing verification that 
audited binaries match released binaries.

 Transparency roadmap: While the AES-512 design and implementation remain proprietary, 
CREO will publish audit reports from independent firms and provide reproducible build 



checksums for binaries. This ensures that the community can verify that the software released 
is identical to the software audited, without exposing the source code itself.

4.2 Individual Adaptive Encryption (IAE)

Personalized cryptography: Every CREO user generates a unique adaptive encryption algorithm, 
known only to the sender and recipient. Unlike standardized algorithms shared across millions of users, 
IAE ensures that each communication channel is mathematically unique.

Isolation by design: If a single user’s algorithm were ever compromised, this provides no leverage or 
advantage in decrypting anyone else’s data. This isolation effect goes beyond compliance frameworks, 
which typically assume uniform key models.

Dynamic adaptation: Keys and encryption schemes evolve with every session, making long-term 
interception, traffic analysis, or replay attacks technically impossible. Even metadata correlation 
attempts fail, as patterns never repeat.

Temporary Keys: CREO employs time-bound cryptographic keys that are valid only within a specific 
timeframe. Once expired, they automatically become invalid and cannot be reused, even if intercepted. 
This ensures forward security and eliminates the risk of delayed or replayed decryption attempts. 

Disposable Keys: In addition to time-limited keys, CREO supports single-use keys that are valid for one 
operation only. After their single use, these keys become unusable. Even if captured during 
transmission, they cannot be reused, making brute-force and replay attacks entirely ineffective. 

Exceeds compliance by design: Where GDPR, HIPAA, and PCI DSS mandate only strong encryption 
and access controls, IAE deliberately goes further. Its overkill model creates per-user cryptography that 
no current standard requires, but which ensures that CREO remains secure not only against today’s 
adversaries but against future, unforeseen attack vectors as well.

4.3 Multi-Layer Defense-in-Depth

 Layered security: CREO encapsulates all communication in multiple, independent encryption 
layers.

 Fail-safe design: If one layer were ever compromised, the remaining layers still preserve 
confidentiality and integrity.

 Parallel obfuscation: Ephemeral keys and session-level isolation prevent correlation across 
conversations, devices, or timelines.

This layered model ensures that CREO does not rely on the security of any single cryptographic 
scheme or protocol. Even in the unlikely event of a breakthrough against one layer, additional 
protections remain intact.



4.4 Secure Encryption Protocol (SEP)

 Decentralized relay network: SEP routes encrypted traffic across a peer-to-peer mesh of 
independent SEP Nodes, removing any central point of control or surveillance.

 Zero metadata: Nodes cannot access sender, recipient, or message content. Even routing data 
and session identifiers are encrypted.

 Blind forwarding: SEP Nodes perform packet forwarding without insight into origin, destination, 
or content.

 Resilience: As more nodes join, the network becomes stronger and faster. Nodes cannot log or 
extract user data.

 ASK Protocol (Advanced Security Keys): CREO integrates ASK to enable interoperability with 
other secure communication platforms connected to the SEP network. Introduced in 2008, ASK 
has been deployed across multiple systems and proven over more than a decade.

4.5 Dedicated Private Network (DPN)

Traditional VPNs conceal content but still expose metadata and the fact that communication is taking 
place. CREO introduces the Dedicated Private Network (DPN): a purpose-built tunneling layer that not 
only encrypts but also conceals the very existence of communication.

 Beyond VPN: Engineered specifically for CREO, replacing centralized VPN models with a 
decentralized, zero-trust design.

 Invisible communication: The DPN removes observable metadata, making CREO traffic 
indistinguishable from random background noise.

 Operational security: DPN ensures traffic remains resistant even under advanced surveillance 
and traffic analysis.

 Censorship resistance: Man-in-the-middle attacks, traffic classification, and deep packet 
inspection are rendered ineffective.

4.6 Innovative Security Features
CREO integrates safeguards that go beyond traditional cryptography, addressing both digital and 
physical threats at the platform level. These mechanisms are not just features for the end-user, but 
foundational defenses built deep into the architecture:

 Encrypted Containers (Files & Notes): CREO itself, as well as all user data, whether chats, notes 
or files, resides in encrypted containers that conceal both the data and its very existence. Even 
during access, these containers remain encrypted in memory, blocking forensic or malware 
extraction.

 Zero-Knowledge Verification: Contact verification through zero-knowledge proofs ensures 
that anonymous identities can be trusted without ever revealing credentials.



 Sandboxed Plugins: Third-party extensions are isolated in encrypted runtimes, guaranteeing 
that no plugin can interfere with or weaken the core system.

 Intrusion Prevention System (IPS): CREO integrates a real-time IPS that detects malware, root 
exploits, or unauthorized system calls. On detection, CREO can lock down or shut down 
instantly to prevent compromise. For full details see §3.4.

 Shock Detection Layer: Hardware-level triggers detect tampering or forced access and can 
trigger protective responses such as lockouts or logouts. For full details see §3.6.

 Panic Accounts: Decoy accounts for coercion scenarios (see §3.7 for full details).

 Ephemeral Communication Buffers: Temporary message or file fragments exist only in volatile 
memory with automatic zeroization, eliminating persistence risks.

 Resilient Multi-Channel Networking: Routing via SEP, Tor, and Matrix in parallel ensures that 
even global adversaries cannot correlate metadata or map communication flows.

 Platform-Independent Security Standards: CREO enforces identical security guarantees on 
every supported system (Windows, macOS, Linux, Android, iOS). Each installation is device-
bound and isolated, ensuring no cross-device sync or shared accounts while maintaining the 
same uncompromising level of protection everywhere 

4.7 Communication Channels and Functionality

While §3.8 described CREO’s communication channels from a user perspective, this section explains 
the technical foundations that make those features possible. Each channel is built on hardened 
cryptographic mechanisms and routing methods that eliminate the weaknesses found in conventional 
messaging apps:

    • Session Isolation: Every chat, call, or conference runs inside a dedicated encrypted session, 
preventing correlation across users, devices, or timelines.

    • Adaptive Cryptography: All data flows use adaptive keys that change per session, per user, and per 
interval, making long-term interception impossible.

    • Parallel Transport Layers: Traffic can be split across SEP, DPN, Tor, and Matrix, ensuring no single 
adversary can reconstruct metadata or message flows.

    • No Central Coordination: Authentication and session management are handled through the SEP 
mesh and local encrypted containers, not central servers.

    • Integrated Storage Security: Any files or notes exchanged are written directly into encrypted 
containers, which remain protected even during active use.

This ensures that the user-facing features of §3.8 are backed by a resilient technical design that 
remains secure under surveillance, coercion, or forensic attack.



4.8 Encrypted Execution (While in Use)

Traditional encryption protects data at rest (on disk) or in transit (over networks). But during active use, 
most systems decrypt data into memory (RAM), where it becomes vulnerable to spyware, forensic 
tools, or hardware-level exploits. CREO eliminates this exposure through encrypted execution.

 Always encrypted: Messages, files, and metadata remain encrypted even during processing in 
memory.

 Protected runtime: Computations run inside a hardened encrypted execution layer, preventing 
malware, rootkits, or compromised OS components from accessing data.

 Forensic resistance: Even if a device is seized or probed at hardware level, no meaningful data 
can be extracted during runtime.

 Hardware-backed enclaves: Where available, CREO leverages confidential computing (AMD 
SEV, Intel TDX, ARM CCA); otherwise, a hardened software-based encrypted runtime is used.

 Ephemeral buffers: In-use data exists only in short-lived encrypted buffers with immediate 
zeroization. Cryptographic operations are constant-time to resist side-channel attacks.

 Sealed key material: Keys remain confined within the encrypted container or secure enclave. 
They never appear in plaintext in system memory, ensuring they cannot be extracted even 
under direct physical or software-level attacks. 

This ensures that CREO provides continuous, end-to-end protection, not only at rest and in transit, but 
also during active use.

4.9 Advanced Security Keys (ASK) Protocol

 Proven history: The ASK protocol (Advanced Security Keys) was introduced in 2008 by
Mr. Xennt, also known as Mr. X. or Mr. Privacy, and has been deployed for more than a decade 
across multiple secure communication platforms developed under his direction. 

 Interoperability layer: ASK provides a common framework that allows different secure 
communication systems to interoperate seamlessly across the SEP network.

 Native support in CREO: CREO integrates ASK directly into its architecture, ensuring that it can 
connect not only with its own ecosystem but also with legacy and third-party secure platforms 
already using ASK on the SEP Network.

 Future-proof bridging: By supporting ASK, CREO guarantees backwards compatibility and 
enables hybrid deployments where organizations can migrate gradually from older secure 
systems to CREO without losing connectivity or trust.



5. Comparison With Existing Solutions
Secure communication has become a highly competitive space, with platforms like WhatsApp, 
Telegram, and Signal each claiming to provide privacy. However, all three suffer from limitations in 
encryption, metadata handling, and governance. CREO sets itself apart with a fundamentally different 
approach: 512-bit multilayer encryption, zero metadata, coercion resistance, and DAO governance.



5.1 Feature Comparison Table

Feature WhatsApp Telegram Signal CREO
End-to-End Encryption 
(E2EE):

Enabled by default for all 
chats, ensuring only the 
sender and receiver can 
read the messages.

Available, but only for 
"Secret Chats". Default chats 
are stored on Telegram’s 
cloud unencrypted.

Enabled by default for all 
chats, ensuring maximum 
privacy for messages.

Enabled by default for all 
chats, ensuring maximum 
privacy for messages.

Encryption Protocol: Uses the Signal Protocol 
for E2EE, which is open-
source and widely 
regarded as secure.

Uses its own MTProto 
encryption, which is less 
scrutinized and not fully 
open-source.

Uses the Signal Protocol, 
which is open-source, 
highly respected, and 
regularly audited.

Uses Advanced Security 
Keys (ASK), supported by 
Individual Adaptive 
Encryption (IAE).

Encryption Strength: 256-Bit-AES encryption, 
providing 2256 possible key 
combinations, considered 
highly secure and 
resistant.

256-Bit-AES encryption, 
providing 2256 possible key 
combinations in Secret 
Chats only.

256-Bit-AES encryption, 
providing 2256 possible key 
combinations, ensuring 
strong security across all 
communications.

512-Bit-AES encryption, 
providing 2512 possible key 
combinations, which is 
exponentially more secure 
than 256-Bit-AES.

Metadata Collection: Collects metadata (e.g., 
who you communicate 
with and when), which is 
shared with Facebook.

Collects some metadata; 
claims to minimize 
collection but stores some 
user data on its servers.

Minimal metadata 
collection and does not 
store contact or message 
data.

No metadata collection and 
does not store any data.

Message Storage: Messages are stored on 
your device; backups are 
not E2EE and are 
vulnerable when uploaded 
to the cloud.

Default chats are stored 
unencrypted in the cloud; 
secret chats are stored 
locally with E2EE.

Messages are stored locally 
and encrypted; Signal does 
not store your data on their 
servers.

Messages are stored locally 
and encrypted; CREO does 
not store your data 
anywhere.

Forward Secrecy: Supports forward secrecy, 
protecting past 
communications if a key is 
compromised

Supported only in Secret 
Chats, not in default cloud 
chats.

Fully supports forward 
secrecy.

Fully supports forward 
secrecy; even if keys are 
compromised, past sessions 
remain protected.

Temporary Keys: No use of temporary keys. No use of temporary keys. No use of temporary keys. CREO uses multiple 
temporary keys

Encryption layers: Single encryption layer. Single encryption layer. Single encryption layer. CREO employs multiple 
encryption layers.

Backup Security: Backup to Google Drive or 
iCloud is not end-to-end 
encrypted, posing a 
security risk.

Telegram backs up non-
secret chats to its cloud; 
secret chats are not backed 
up.

No cloud backups by 
default, ensuring no data is 
stored unencrypted 
anywhere.

No chat data is backed up. 
Optional backups are 
encrypted in a container, 
ensuring it can only be 
restored by its user.

Two-Factor Authentication 
(2FA):

Supports two-step 
verification with an 
additional PIN.

Supports two-step 
verification with an 
additional password.

Supports two-step 
verification with an 
additional PIN.

Supports optional 2FA with 
an additional passphrase.

Device Binding: No. No. No. Supports mandatory device 
binding.

Server Location: Servers are located 
globally, but metadata is 
shared with Facebook, 
which has privacy 
concerns.

Servers are distributed 
worldwide, with an unknown 
level of access control by 
Telegram.

Servers are managed by 
the Signal Foundation, 
which is focused on privacy 
and security.

Decentralized nodes are 
managed by volunteers, 
which is guaranteeing 
privacy and security.

Server Knowledge: WhatsApp servers have 
the capability to decode 
and read messages and 
other data despite E2E 
claims. Backups remain a 
permanent weak point and 
are frequently mined for 
data.

Telegram servers store 
messages by default in its 
cloud without end-to-end 
encryption, except in 
"Secret Chats". This means 
that Telegram is able to 
decode messages that are 
not sent in secret chats.

Signal is designed to keep 
messages fully end-to-end 
encrypted, even for the 
server. This means that the 
Signal server cannot 
decode messages or 
communication.

CREO uses a system where 
the nodes are not able to 
decode messages or 
communication. The data 
can only be decrypted by 
the recipient.

Encryption Strength: It is possible to break the 
encryption, but it would 
require immense 
computational power.

It is possible to break the 
encryption, but it would 
require immense 
computational power.

It is possible to break the 
encryption, but it would 
require immense 
computational power.

The encryption used by 
CREO delivers a level of 
privacy and protection far 
beyond anything currently 
known to exist.

Account Recovery: Accounts can be 
recovered which means 
login data or keys are 
stored somewhere.

Accounts can be recovered 
which means login data or 
keys are stored somewhere.

Accounts can be recovered 
which means login data or 
keys are stored 
somewhere.

Accounts require correct 
login credentials. No 
recovery, no stored keys or 
login data.

Back Doors: No known back doors, but 
owned by Facebook, 
which raises privacy 
concerns.

No known back doors, but 
operates under unclear 
jurisdiction, raising 
concerns about potential 

No known back doors, with 
a strong emphasis on 
privacy and security, 
backed by the open-source 

No back doors; the system 
is designed to prevent 
unauthorized access and is 
untraceable.



access by authorities. community.
Data Sharing with 
Authorities:

Shares user data with 
authorities on request, 
including metadata and 
cloud backups.

Telegram shares data with 
law enforcement under 
classified agreements.

Markets itself as “no data,” 
yet still hands over limited 
user data to authorities.

No data or metadata exists 
to share; SEP Nodes hold no 
data, all keys remain user-
controlled.

Data Sharing with 3rd 
Parties:

Extensively shares user 
data with advertisers for 
profiling and monetization

Claims no commercial data 
sharing, but collects data 
that could be accessed by 
affiliates or partners

No data sharing, but relies 
on centralized servers, so 
trust in the operator is still 
required.

No data exists. There are no 
servers that hold data. No 
data sharing possible.

Intruder Prevention: No intruder prevention. 
WhatsApp relies on basic 
security measures like app 
updates.

No intruder prevention. 
Telegram relies on frequent 
updates to secure the app.

No intruder prevention, but 
the Signal Protocol offers 
strong security to prevent 
unauthorized access.

CREO has an advanced 
Intrusion Prevention System 
(IPS) that blocks invasive 
software and can terminate 
the app if a threat is 
detected.

Password Recovery: Offers basic password 
recovery through email or 
SMS, which can be 
vulnerable to attacks like 
SIM swapping.

Basic password recovery 
options available, typically 
through email or SMS, 
which is not secure.

Password recovery is 
limited to restoring access 
through a PIN and backup 
phrase, offering some 
security.

No password recovery 
mechanisms, enhancing 
security by eliminating 
potential recovery 
vulnerabilities.

Plugins: No support for third-party 
plugins, limiting 
customization.

Limited support for bots 
and third-party integrations, 
which could introduce 
security vulnerabilities.

No support for third-party 
plugins.

Supports third-party plugins 
that use CREO's encryption 
and resources, creating a 
flexible yet secure platform.

Individual Encryption: Signal uses the same 
encryption protocol for all 
users, with no individual 
customization options.

Encryption is generally 
uniform across users, 
except in Secret Chats, 
which use different 
encryption methods.

Encryption is generally 
uniform across users, 
except in Secret Chats, 
which use different 
encryption methods.

Individual Adaptive 
Encryption (IAE) and 
Advanced Security Keys 
(ASK) make each instance of 
CREO unique, offering 
unparalleled security.

5.2 Key Observations

CREO separates itself from existing platforms through measurable, verifiable advantages:

 Encryption Strength: CREO uniquely deploys 512-bit multilayer AES encryption combined with 
Individual Adaptive Encryption (IAE). Competitors rely on single-layer AES-256.

 Metadata Handling: WhatsApp and Telegram retain extensive metadata; Signal minimizes but 
still stores some. CREO collects none. Metadata is eliminated through multi-layer routing (see 
§4.4 SEP and §4.5 DPN).

 Coercion Resistance: CREO provides Panic Accounts and shock detection as a defense 
mechanism unavailable in competing platforms (see §3.6 and §3.7 for details).

 Intrusion Prevention: CREO uniquely integrates a real-time Intrusion Prevention System (IPS) to 
detect malware or tampering and shut down instantly under attack (see §3.4).

 Extensibility: CREO allows third-party plugins in an encrypted sandbox. Competitors offer no 
secure extensibility at all.

 Governance: CREO is DAO-governed. WhatsApp (Meta) and Telegram are centralized; Signal is 
run by a nonprofit, but without decentralized governance.

 Infrastructure: CREO routes traffic via independent SEP Nodes. Unlike peer-relay models, users 
themselves never become nodes, eliminating traceability risks.



5.3 CREO’s Uncrackable Advantage

CREO is not just more secure, it redefines secure communication itself:

 Zero Metadata: No logs, no identifiers, no traces.

 Quantum-Resistant Encryption: AES-512 cascade plus IAE ensures CREO remains secure 
even against future quantum computing.

 Coercion-Proof Design: Panic Accounts and decoy environments guarantee user safety in real-
world duress scenarios.

 DAO Governance: CREO is fully decentralized. No corporation or hidden authority can alter its 
rules or compromise its users.

 Voluntary Transparency: View Keys enable selective, one-time, cryptographically bound 
access, a feature no competitor offers.

In essence, CREO is not only secure today, it is engineered to remain uncrackable in the face of 
tomorrow’s threats: surveillance states, coercion, and quantum breakthroughs.

6. View Keys, Abuse & Support

6.1 Definition
A set of View Keys allows a CREO user to grant one-time, read-only access to a snapshot of their 
account data at a specific point in time.
Each set is always tied to the name of the designated recipient (e.g., a notary, doctor, or auditor). 
Transparency is always managed through a set of unique tailor-made View Keys.

Core Properties

 Voluntary and Optional: View Keys are never generated automatically. The user decides if, 
when, and with whom to share.

 Always a Set: Each recipient receives a dedicated set of View Keys bound to their identity or 
role. This prevents accidental misuse or confusion.

 Read-Only Snapshot: Recipients can view but not modify, delete, or send data.

 One-Time Use: Once activated, the set of View Keys becomes invalid.

 Expire Date: Every set of View Keys includes an expiration date defined by the issuing user. Keys 
can be valid for days, weeks, or months, depending on the purpose. Once issued, they cannot 
be revoked early.



 Unlimited Generation: A user can generate as many sets of View Keys as they wish, each 
tailored to a specific recipient or purpose.

 Auditable by the User: Issuers are instantly notified when a View Key set is used and can track 
which sets have been accessed. They may generate new View Keys with updated parameters, 
but an already issued set cannot be revoked before its expiration date.

 Cryptographic Binding: Each set is mathematically bound to the recipient’s name, ensuring it 
cannot be used by a third party, without the recipient’s knowledge.

Why View Keys Matter

 Selective Transparency: Enables legal or professional verification without handing over full 
account access.

 Compliance and Regulation: Supports voluntary cooperation with GDPR, HIPAA, PCI DSS, or 
law enforcement where required.

 Fraud Prevention: One-time, read-only access prevents long-term misuse.

 Emergency Situations: Doctors, lawyers, or family members can access only what is needed in 
critical moments.

 Trust and Verification: Builds confidence in transactions, audits, or collaborations while 
preserving privacy.

Examples of Recipients

 Law enforcement and judiciary (court-ordered proof, voluntary cooperation).

 Tax authorities (audits and compliance checks).

 Government institutions (data verification required by regulation).

 Medical professionals (emergency access to encrypted health records).

 Trusted third parties such as lawyers, financial advisors, or notaries.

 Employers and business partners (verification of tasks or asset records).

 Research institutions (secure participation in scientific studies).

 Humanitarian organizations (emergency relief situations).

 Media organizations (fact-checking and countering disinformation).

By design, users retain full control: they generate and distribute sets of View Keys. CREO itself has no 
ability to force access.

6.2 CREO Abuse

To keep the ecosystem safe from exploitation or harassment, every user account includes CREO Abuse 
as a default contact. This ensures that misconduct can be reported directly and securely.



Process

 Users submit confidential reports describing suspected abuse (illegal activity, harassment, 
fraud, misconduct).

 The Abuse team may contact involved parties directly using the built-in contact.

 Reports can be investigated with cooperation from the user. In some cases, the user may be 
asked to share a set of View Keys (see §6.1) to prove innocence or verify claims.

Enforcement

 CREO follows a tolerant, user-first policy. Accounts may only be disabled when there is 
compelling evidence of abuse and users consistently refuse to cooperate.

 In extreme or legally required cases, the CREO team may cooperate with competent authorities.

 CREO Abuse cannot bypass encryption. Access is only possible when the user voluntarily 
generates and shares a set of View Keys.

This approach creates a unique balance: safety through accountability, without introducing 
surveillance or hidden backdoors. These functions operate independently of DAO governance and 
cannot be directed by DAO votes. 

6.3 CREO Support
Every user account includes CREO Support as a default contact to handle user support requests. This 
provides users with a direct and secure channel for assistance, troubleshooting, and feature guidance.

Process

 Users can submit confidential requests for technical help, account issues, or questions about 
functionality.

 The Support team may provide instructions, troubleshooting steps, or clarifications directly 
within the built-in contact system.

 When needed, users may be guided to generate a temporary set of View Keys (see §6.1) to assist 
with diagnostics.

Principles

 User-first: The CREO Support team operates with strict respect for privacy, never requesting 
unnecessary data.

 Optional transparency: Any diagnostic access requires the voluntary creation of View Keys by 
the user.

 No backdoors: CREO Support has no hidden access to encrypted data or communications.



 Fair use: Support is provided equally to all licensed users.

This design ensures that users always have a reliable lifeline for assistance, without compromising 
privacy, encryption, or autonomy. These functions operate independently of DAO governance and 
cannot be directed by DAO votes.

7. Accessing & Using CREO (How to Get Started)

CREO is designed to be secure by default, yet simple to start using. Access requires only a few 
straightforward steps, after which the system runs fully encrypted and bound to the user’s device.

7.1 Installation & Activation

Getting started with CREO involves four simple steps:

1. Download the CREO App – Available for Windows, macOS, Linux, Android, and iOS.

2. Enter Activation Code(s) – One or more activation codes unlock the app and its core features.

3. Register a Username – Choose a unique identifier, independent of phone numbers or emails.

4. Start Using CREO – No KYC, no phone numbers, no real names, no personal data. Just enjoy 
the freedom of pure privacy.

Key properties:

 Device-Bound Security: Each installation is uniquely bound to the device on which it is 
activated. Copying or cloning is impossible.

 No Multi-Device Sync: For maximum privacy, accounts cannot be mirrored across devices. 
Every installation requires its own activation.

 Re-Provisioning: If a device is lost or replaced, the user can restore CREO through a secure 
encrypted backup container. If no such backup container was created, recovery is impossible 
by design. The backup container can only be located and decrypted with the user’s login 
credentials, PIN code, and optional 2FA, ensuring that no one else can access or restore it. 



7.2 Plugin Store Access

 Integrated Store: Once activated, users gain access to the secure Plugin Store.

 Available Plugins: Eight plugins are available immediately at launch, free of charge for every 
user.

 Verified Security: All plugins run in sandboxed, encrypted environments and cannot 
compromise core privacy.

 Future Expansion: The ecosystem grows with community-driven plugins, extending CREO into 
areas such as finance, commerce, collaboration, and beyond.

7.3 User Onboarding & Community Participation

Installing CREO is more than just setting up an app, it is joining a movement. New users are introduced 
to CREO’s core values: privacy, sovereignty, and community-driven governance. Before the launch, 
every user is invited to:

 Participate in the CREO DAO, helping decide on future upgrades and policies.

 Engage with the CREO community, contributing to the growth of a secure, decentralized 
ecosystem.

8. Development Phases & Crowdfunding Roadmap
CREO’s roadmap is structured into phases that represent functional layers rather than linear steps in 
time. Because development has been funded for years through earlier projects —14 communication 
apps built by the same developers, totaling more than €35 million— many components are already 
designed or prototyped. The crowdfunding goal of €6 million is not for starting from zero, but for 
uniting these proven elements with new innovations into the ultimate platform: CREO and its DAO.

Each phase adds a new dimension of security, privacy, and usability. Some developments run in parallel 
rather than in sequence, and together form the countdown from seed to unstoppable infrastructure.

8.1 Overview

CREO’s rollout follows three clearly defined phases, each unlocked by a crowdfunding milestone. Every 
phase delivers a concrete, time-boxed product upgrade: maximum 3 months from the moment its 



funding threshold is reached. This makes progress transparent, verifiable, and aligned with community 
support. 

8.2 Phase 1: CREO Basic

Availability: max. 3 months after reaching €1.2M in crowdfunding.
License: €10/month (via activation codes)

What users receive:

 Encrypted 1:1 messaging, secure group chats, flash messages & images

 Voice & video calls, secure conferences, voice & video messages

 Secure notes, encrypted file storage & transfer, Private Chat mode

 User profiles, CREO Auto-Lock, secure login, two-factor authentication (2FA)

 Contact renaming, Wake up call, Basic Panic Mode

 Multi-platform (Android, iOS)

 Multilingual UI, customizable retention policy, device binding

 Update Authentication Checker (only verified generic updates are accepted)

Security layers: Auto-Lock, ASK protocol, AES-512 encryption, device binding, zero-knowledge 
authentication

Back-office: Activation-code management portal (anonymous onboarding)

Result: CREO Basic established; first working version with essential features is available. 

8.3 Phase 2: CREO Basic+

Availability: max. 3 months after reaching €3.2M in total crowdfunding.
License: €10/month (Basic & Basic+)
What users receive:

 Intrusion Prevention System (IPS)

 Additional P2P-SEP network layer (improved routing & anonymity)

 Dedicated Private Network (DPN) (traffic becomes invisible)

 Shock Detector (physical/seizure protection)

 SEP Node software update (performance & future consensus)

 Multi-platform expanded (Android, iOS, Linux, macOS, Windows)

 Encrypted local container (Your data is stored in local containers on your device)



Added security layers: DPN, Individual Adaptive Encryption (IAE), AES-512 Cascade Encryption

Back-office: Activation-code portal (advanced, semi-automated)

Result: CREO Basic+ with active intrusion detection and fully hidden data traffic; first stable single-user 
version available. 

8.4 Phase 3: CREO Pro

Availability: max. 3 months after reaching €6M in total crowdfunding.
License: €100/month (Pro activation codes)
What users receive:

 Full P2P-SEP layer (optimal routing & total anonymity)

 Multi-channel communication (simultaneous SEP + Tor + Matrix)

 Cascade encryption (multiple independent layers)

 Nestable Panic Accounts (multiple decoys, indistinguishable from real)

 Multiple CREO accounts per device (separate profiles)

 Plugin Store (independent software in the secure CREO environment) incl. 8 free plugins

 Encrypted Execution (While in Use)

 View Keys (delegated, one-time audit access)

 Secure backup & restore (decentralized and invisible)

 CREO activation code shop

 Extended Support & Abuse Systems

Added security layers: encrypted execution, quantum-resistant security

Back-office: Extended activation-code portal plugin (fully automated)

Result: Full CREO Pro is available to individuals, NGOs, lawyers, business professionals, journalists, 
security services, and national pilot programs; global launch & adoption. 

8.5 Crowdfunding Milestones (at-a-glance)

 €1.2M → Phase 1: CREO Basic

 €3.2M → Phase 2: CREO Basic+

 €6M → Phase 3: CREO Pro 



8.6 Notes on Delivery & Governance Fit

 Time-boxed delivery: Each phase is delivered within 3 months of its funding threshold.

 Security continuity: Every stage compounds security (AES-512 → IAE → DPN → Encrypted 
Execution). For a full technical explanation of Encrypted Execution — including runtime 
protection, hardware enclaves, constant-time operations, and ephemeral buffers — see §4.8.

 DAO alignment: As features unlock, DAO governance (treasury, upgrades, plugin approvals) 
scales in step with adoption, keeping execution accountable to the community. 

9. Tokenomics & Crowdfunding
CREO goes beyond secure communication. CREO is governed by a Decentralized Autonomous 
Organization (DAO), where voting rights scale with token ownership. In addition CREO separates 
governance from access to ensure fairness and sustainability. The crowdfunding model provides initial 
funding for development while distributing governance power across early supporters.

9.1 Fixed Supply and Allocation

The supply of CREO Governance Tokens is permanently fixed at 120M. No new tokens will ever be 
created. This guarantees scarcity, prevents inflation, and protects long-term holders.

Allocation at Launch

 Crowdfunding: 50% (60M tokens) 
 Sold via official CREO PDF Certificates at €0.10 per token. Maximum raised: €6,000,000. 
 Per-wallet cap: €10,000 (100k tokens) to prevent whale dominance.

 DAO Treasury: 20% (24M tokens) 
Reserved for governance incentives, partnerships, and community grants. Initially safeguarded 
under multisig, gradually released to DAO control.

 Strategic Reserve: 10% (12M tokens) 
Held for legal contingencies, partnerships, and emergencies. These tokens exist from launch 
but carry no voting power until explicitly activated under DAO-approved rules. Initially controlled 
by multisig, later transferred fully to DAO governance. 

 Founders & Contributors: 10% (12M tokens) 
This allocation is subject to a 24-month linear vesting schedule, during which tokens gradually 
unlock. However, vesting alone does not determine governance influence: all Founder & 
Contributor tokens are simultaneously bound by the dynamic Voting Power (VP) decay model 
(see §9.7). This guarantees that even after full vesting, Founder VP can never exceed 10% and 
will automatically decline as community participation grows.



 Liquidity Pool: 10% (12M tokens) 
Used to bootstrap decentralized trading at launch, paired with €1,200,000 in ETH/USDC. 
Liquidity may be expanded over time to support adoption.

Long-Term Equilibrium
While the supply itself is fixed, voting power will shift dynamically: as vesting completes, treasury funds 
are deployed, and reserves are governed by the DAO, the influence of founders decreases and 
community governance increases. By 2030, founder voting power will be capped at 10% maximum, 
ensuring CREO remains community-driven and resistant to takeover.

9.2 Launch Transparency

To ensure maximum clarity and to prevent misinformation, CREO discloses all key launch parameters 
upfront:

 Initial Tradable Supply: 72M tokens (60M in hands of holders + 12M paired in the Liquidity Pool; 
LP tokens carry 0% VP while paired).



 Fully Diluted Valuation (FDV) at Launch: 120M tokens × €0.10 = €12,000,000.

 Initial Liquidity: 12M tokens paired with €1,200,000 in ETH/USDC (Uniswap v2/v3).

 Liquidity Pool Tokens: At launch, LP tokens (which represent ownership rights to the pool) are 
permanently burned. This guarantees that the underlying 12M CREO tokens and €1.2M 
ETH/USDC remain permanently locked in the pool as public liquidity.
Nobody can ever withdraw the base liquidity. Traders can only buy or sell CREO against the pool. 
This mechanism ensures long-term market stability, eliminates any risk of liquidity manipulation, 
and means that any future LP migration requires adding new liquidity rather than withdrawing 
the original pool.

 Blackholing option (post-launch): In addition to permanently burning all LP tokens at T0, the 
DAO may—after external audits and with a public timelock—choose to blackhole the LP 
contract (renouncing ownership / sending admin rights to a burn address). This makes the pool 
fully immutable and removes any upgrade or withdrawal path. See §9.9 for details. 

This transparency framework ensures that investors and community members can verify CREO’s 
launch economics independently and trust in the fairness of the token distribution.

9.3 Crowdfunding Model

 Funding Goal: €6 million will be raised for the development of CREO and its DAO.

 Certificates: Each supporter purchasing a CREO PDF Certificate pays €100 in fiat or crypto. 
PDF Certificates are bearer instruments. 

 Phase 1 (Launch of CREO Basic): 
Each certificate grants 24 one-month activation codes, plus 1,000 governance tokens. 
(redeemable at launch of CREO Basic in Phase 1).

 Phase 2 (Launch of CREO Basic+): 
Each certificate grants 12 one-month activation codes, plus 500 governance tokens. 
(redeemable at the launch of CREO Basic+ in Phase 2).

 Phase 3 (Launch of CREO Pro):
Each certificate grants 6 one-month activation codes, plus 250 governance tokens. 
(redeemable at the launch of CREO Pro in Phase 3).

 Certificates are redeemable only once and are cryptographically bound to the 
purchaser. Ownership is determined solely by possession of the certificate. They can be 
transferred without identity requirements, fully preserving anonymity.

 Per-wallet cap (anti-whale): A maximum of €10,000 per user can be spent on certificates 
during the crowdfunding.

 At €0.10 per token, this equals up to 100k tokens per wallet.

 The cap is enforced at both purchase and issuance to ensure broad, community-wide 
distribution.



 Referral Program: Supporters who refer new participants receive 10% referral rewards, credited 
automatically. A leaderboard tracks the most active referrers. Top contributors are invited to join 
the CREO Hall of Fame.

9.4 Cut-Off Conditions

 Certificates will no longer be issued once the €6M goal is reached.

 Even if the €6M goal is not yet reached – after CREO Pro goes live – certificates will also no 
longer be issued. No new CREO PDF Certificates will ever be created thereafter. 

 Trading of Governance Tokens after launch occurs solely on decentralized exchange platforms. 
CREO itself will never sell tokens again.

9.5 Supporter Benefits

Supporters gain more than tokens:

 Early Access: Certificate holders are the first to access CREO at launch.

 Hall of Fame: All early supporters have the chance to be listed permanently (pseudonymously) 
as CREO’s founding community.

 Governance Rights: Participation in shaping CREO through the DAO.

 Exclusive Rewards: Referral bonuses, early access to plugins, and inclusion in closed beta 
testing.

9.6 Voting Rights

Voting rights scale with token ownership.

Voting power: VP = INT(tokens / 1000)

Proposal threshold: Minimum 1000 tokens required to submit a proposal.

Voting threshold: Minimum 1000 tokens required to cast votes.

Vote delegation: Token holders may delegate their voting power to another user, without transferring 
token ownership. 

Screening: All proposals are subject to the mandatory pre-vote eligibility framework defined in Chapter 
10, including review by the Proposal Review Committee (PRC), Governance Compliance Council (GCC), 
and, where applicable, the Privacy & Security Committee (PSC).

Scope: Decisions cover plugins, treasury allocations, protocol upgrades, parameter changes (e.g., 
activation code policies), and governance rules.

Anonymity: Participation requires no identity disclosure.



Safeguards: Proposals affecting encryption, security, or compliance are subject to the constitutional 
pre-vote safeguards defined in Chapter 10 and may additionally require supermajority approval and 
treasury execution consent, where applicable.

Future-ready: The DAO may adopt advanced mechanisms such as quadratic voting, vote decay, or 
delegated voting.

DAO governance ensures CREO remains transparent, verifiable, and community-driven.

9.7 Governance Safeguards
To prevent concentration of influence and protect CREO from hostile takeovers:

 Distribution protection: €10,000 per-wallet cap ensures broad token ownership.

 Critical-path protection: Proposals that affect encryption, privacy, security posture, or 
compliance are subject to mandatory pre-vote eligibility review under Chapter 10 and may be 
declared ineligible for DAO voting prior to any supermajority or treasury considerations.

 Irreversible actions: Permanent removals (e.g., LP blackholing, key burns) require:

 Supermajority approval

 Treasury consent

 Two independent audits

 Public timelock of ≥14 days

 Decay of Founder Voting Power:

 At launch, Founders & Contributors hold 30% voting power (VP).

 This share decays automatically as community participation increases.

 A hard cap of 10% VP applies permanently, even after all tokens are fully vested.

Formula:
Founder VP = max(10%, 30% × (1 – active_participation / 70%))

 At 30% participation → ~20% VP

 At 50% participation → ~15% VP

 At ≥70% participation → 10% VP (hard cap)

Here, active_participation is defined as the minimum of:

 % of circulating supply voted in the last 90 days

 % of unique wallets (≥1,000 tokens) that voted in the last 90 days

This ensures CREO governance transitions from founder-led execution to full community control, while 
guaranteeing Founders never exceed 10% influence.



9.8 Governance Voting Power (Dynamic Model)
While the token supply is fixed (see §9.1), Voting Power (VP) is intentionally dynamic. This ensures a 
smooth transition: at launch, founders provide stability and execution, but over time governance shifts 
decisively to the community.

 Founders & Contributors: Start at 30% VP but decay automatically as community participation 
grows, with a permanent hard cap of 10% VP.

 Crowdfunding Holders: Form the largest voting bloc from day one, safeguarded by anti-whale 
rules.

 DAO Treasury: Limited to prevent self-amplification, gradually growing with maturity.

 Liquidity Pool: Carries 0% VP while paired in liquidity. Once acquired by holders, tokens count 
toward Crowdfunding Holders.

 Strategic Reserve: Excluded from governance unless explicitly activated, capped at 10% 
maximum.

Decay Formula for Founders:
Founder VP = max(10%, 30% × (1 – active_participation / 70%))

 At 30% participation → ~20% VP

 At 50% participation → ~15% VP

 At ≥70% participation → 10% VP (hard cap)

Active participation = minimum of:

 % of circulating supply voted in the last 90 days,

 % of unique wallets (≥1,000 tokens) that voted in the last 90 days.

Governance VP Distribution

Category At Launch Stable
End-State Notes

Crowdfunding Holders 50% 60% Includes Liquidity Pool tokens once acquired by 
holders

Founders & Contributors 30% 10% (hard cap) Decay model ensures permanent cap
DAO Treasury 10% 20% Limited at launch; scales with DAO maturity

Strategic Reserve 0% 0% (max. 10%) Only if activated by DAO, otherwise excluded

Liquidity Pool 10% 0% No VP while paired; shifts to Crowdfunding when 
traded

9.8.2 Voting Power in the Stable End-State

When the DAO is mature (broad, active participation ≥ 70% of circulating tokens over multiple 
epochs), VP converges to:



 Crowdfunding Holders — 60% VP
(includes Liquidity Pool tokens once acquired by holders; see §12.1).

 DAO Treasury — 20% VP
(bounded by policy to avoid self-amplification).

 Strategic Reserve — 0% VP
(policy-gated; emergency use only, capped at 10%).

 Founders & Contributors — 10% VP
(hard cap after vesting).

Policy Guardrails. Any governance change that affects encryption primitives, security posture, privacy 
guarantees, or compliance must first satisfy the constitutional eligibility requirements defined in 
Chapter 10. Only proposals deemed eligible may proceed to supermajority voting and treasury 
execution rules under Section 9.7.

9.9 Liquidity Strategy (Post-Launch)
CREO deploys initial liquidity on a decentralized exchange at the launch of CREO Pro (see §9.1), 
setting the starting price at approximately €0.10 per token (12M tokens paired with €1.2M in 
ETH/USDC).
After launch, liquidity may be expanded using Uniswap v3’s concentrated-liquidity model:

 Price-neutral adds: Additional CREO Governance Tokens can be placed outside the active 
price range (above spot), so spot does not move. This deepens sell-side depth for future 
demand without depressing price.

 Proportional adds at spot: If added at the active price, deposits are made proportionally 
(tokens and quote) to keep the price stable.

 No v2 token-only adds at spot: On constant-product AMMs (v2-style), token-only deposits 
lower the spot price and are therefore avoided.

This policy ensures stable price discovery at launch, predictable depth growth as adoption increases, 
and transparent, rules-based LP management under DAO oversight.

LP Blackholing (DAO-gated, optional)
In addition to burning the initial LP tokens at launch, the DAO may decide to blackhole the LP contract 
itself. This further guarantees that the pool remains immutable: no upgrades, no withdrawals, no 
ownership. The liquidity (CREO + ETH/USDC) stays permanently available for trading, but without any 
controlling party. 

 Rationale: Eliminates upgrade/withdrawal risk and governance capture over liquidity; 
maximizes immutability and market trust.

 Prerequisites:

1. Two independent external audits covering the pool/position manager and call-data,

2. Supermajority vote + Treasury consent (see §9.7),



3. Public ≥14-day timelock before execution,

4. Published call-data and precise on-chain steps.

 Mechanism (illustrative): Renounce ownership / set admin to a burn address (0x000…dead or 
equivalent), revoke privileged roles on pool/router/position manager, and publish transaction 
hashes on-chain and on the website.

 Effects: The original LP becomes fully immutable; no upgrades, no parameter changes, no 
withdrawals.

 Migration policy: Any future LP migration requires adding new liquidity to a new pool rather 
than withdrawing from the original pool. The genesis pool remains permanently in place.

This path is additive to the launch burn of LP tokens; it does not replace it.

10. Constitutional Governance & Pre-Vote Safeguards 
To preserve CREO’s foundational principles of privacy, security, decentralization, and community 
sovereignty, governance within the CREO DAO is intentionally bounded by constitutional safeguards. 
While token-based voting remains the ultimate mechanism for collective decision-making, not all 
proposals are eligible for submission to a DAO vote.

CREO therefore introduces a pre-vote eligibility framework, enforced by three strictly limited 
governance committees. These committees do not govern CREO, do not set policy, and do not replace 
DAO voting. Their sole purpose is to prevent structurally invalid, malicious, or constitution-violating 
proposals from entering the voting phase.

DAO voting authority is sovereign only within the boundaries of CREO’s constitutional guarantees.

10.1 Governance Scope & Bounded Sovereignty

CREO governance follows a principle of bounded sovereignty:

The DAO is sovereign in collective decision-making; however, the constitution remains 
supreme over the DAO.

DAO voting authority exists exclusively within the boundaries defined by CREO’s constitutional 
guarantees, including but not limited to:

• privacy by default,

• cryptographic integrity,

• zero-knowledge and zero-trust architecture,

• coercion resistance,



• decentralization and non-custodial control.

No vote, regardless of turnout or majority, may authorize actions that violate these guarantees.

10.2 Pre-Vote Eligibility Framework 

Not all proposals submitted to the CREO DAO are eligible for voting.

CREO implements a mandatory pre-vote eligibility framework designed to prevent:

• structurally invalid proposals,

• malicious or coercive governance attacks,

• irreversible harm to privacy or security,

• circumvention of constitutional protections.

A proposal is considered eligible for DAO voting only after successfully passing all required pre-vote 
safeguards defined in this chapter.

Proposals failing any stage of this framework are declared ineligible for DAO voting and may not be 
introduced through alternative procedural paths.

10.3 Proposal Review Committee (PRC)

The Proposal Review Committee (PRC) performs a preliminary, non-political screening of all submitted 
proposals.

Mandate

The PRC verifies whether a proposal:

• is technically feasible within the CREO architecture,

• is internally coherent and non-contradictory,

• is free from obvious malicious intent, spam, or griefing behavior,

• does not request actions prohibited by protocol rules,

• contains reasonable and well-defined parameters when treasury resources are involved.

Limitations

The PRC:

• does not assess desirability, ideology, or merit,

• does not evaluate political, economic, or strategic value,

• has no execution authority,

• cannot amend or modify proposals.



The PRC may only reject proposals or return them for revision when eligibility requirements are not 
met. Rejection by the PRC renders a proposal temporarily ineligible until resubmitted with substantive 
revisions addressing the identified deficiencies.

10.4 Governance Compliance Council (GCC)

The Governance Compliance Council (GCC) serves as a constitutional safeguard ensuring strict 
adherence to CREO’s governance rules.

Mandate

The GCC verifies whether a proposal violates:

• CREO’s governance constitution,

• DAO rules and invariants,

• protocol-level safety constraints,

• explicitly acknowledged legal or regulatory boundaries.

The GCC performs a binary compliance assessment only.

Authority

If a proposal is found to violate constitutional constraints, the GCC declares the proposal ineligible for 
DAO voting.

The GCC does not evaluate intent, benefit, popularity, or political implications.

10.5 Privacy & Security Committee (PSC)

The Privacy & Security Committee (PSC) acts as a last-resort safeguard for CREO’s non-negotiable 
privacy and security guarantees.

Scope

Any proposal that directly or indirectly affects:

• cryptographic primitives or encryption mechanisms,

• metadata handling or routing behavior (including SEP and DPN),

• coercion-resistance features,

• authentication, identity, or zero-knowledge verification systems,

• plugins or modules with elevated system privileges,

requires explicit PSC clearance prior to DAO eligibility.

Mandate

The PSC verifies that no proposal:



• weakens privacy guarantees,

• introduces surveillance or correlation vectors,

• enables coercion, deanonymization, or metadata leakage,

• undermines zero-trust or zero-knowledge assumptions,

• causes material harm to the CREO ecosystem, the DAO, or CREO’s core security model.

If the PSC determines, by documented assessment, that a proposal poses unacceptable risk to CREO, 
the DAO, or user privacy, the PSC has the authority to declare the proposal ineligible for DAO voting.

The PSC may require independent security audits, enforce public time-locks, or reject proposals 
outright when risks cannot be eliminated.

A proposal blocked by the PSC may not be introduced into a DAO vote through any alternative 
procedural or technical mechanism.

10.6 Eligibility Rule & Non-Bypassability

A proposal is eligible for DAO voting only if:

1. it passes PRC screening,

2. it is certified compliant by the GCC,

3. where applicable, it receives PSC clearance.

Governance safeguards defined in this chapter are non-bypassable.

No proposal may:

• exempt itself from these safeguards,

• invoke emergency powers to bypass review,

• override constitutional constraints through majority vote.

Any attempt to bypass this framework renders the proposal void and without legal or governance 
effect.

10.7 Accountability, Rotation & Recall

To prevent concentration of power:

• all committee decisions are logged and auditable,

• committee membership is subject to periodic rotation,

• committee members may be recalled through DAO-defined supermajority rules,

• committees possess no execution authority,

• committees cannot access user data, private communications, or encrypted content.



Committees exist solely to protect CREO from governance-level compromise, not to govern it.

10.8 Constitutional Priority

This chapter defines CREO’s constitutional governance layer.

In the event of conflict:

• constitutional constraints take precedence over DAO votes,

• DAO votes take precedence over execution mechanisms,

• execution mechanisms may never reinterpret governance intent.

CREO governance is designed to enable evolution while rendering the erosion of principle structurally 
impossible.

11. Legal, Compliance & Privacy Principles
CREO is designed as a zero-trust communication and governance platform. This means that no entity 
—not even the developers, the DAO, or network operators— has technical access to user data. At the 
same time, CREO recognizes that in the real world, communication technologies must exist within legal 
and regulatory contexts. The platform addresses these challenges by balancing strict compliance 
possibilities with uncompromising privacy principles.

11.1 Legal Disclaimers

 Not an investment product
The sale of CREO PDF Certificates during crowdfunding is not an Initial Coin Offering, not a 
public token sale, and not a promise of future profit. Each certificate entitles the holder to 
Governance Tokens and Activation Codes upon launch. Certificates function as bearer 
instruments. The holder — whoever presents the PDF Certificate — is the recognized owner 
entitled to redemption. 

 User responsibility
CREO is a tool. Its security is technical, not legal. Users remain responsible for how they choose 
to use the platform, including compliance with laws and regulations in their jurisdiction.

 DAO autonomy
CREO is not owned by any company, government, or centralized foundation. Once launched, 
the DAO is autonomous, governed by token holders. The founders and developers do not 
control user activity, access, or the DAO treasury.

 No custodial role
CREO never stores user funds, user files, or user messages. The platform has no custodial 



function, no escrow, and no recovery mechanisms. This ensures that no legal liability for user 
data or assets exists.

11.2 Regulatory Alignment

CREO is built to support users and organizations in meeting the world’s strictest regulatory 
requirements, while preserving privacy.

 General Data Protection Regulation (European Union)
CREO ensures data minimization and data sovereignty by never collecting or storing personal 
identifiers, communication metadata, or server logs. Users retain full control of their own data, in 
line with the core principles of the European Union’s General Data Protection Regulation (GDPR).

 Health Insurance Portability and Accountability Act (United States healthcare sector)
All communication within CREO is encrypted end-to-end with AES-512 cascade encryption and 
additional Individual Adaptive Encryption (IAE). Sensitive patient data can be exchanged or 
stored locally inside the encrypted containers without risk of unauthorized access, supporting 
compliance with the encryption requirements of the Health Insurance Portability and 
Accountability Act (HIPAA).

 Payment Card Industry Data Security Standard (financial services)
CREO’s architecture aligns with the Payment Card Industry Data Security Standard (PCI DSS) 
because it prevents the storage of unencrypted financial data, enforces strict access control 
through zero-knowledge authentication, and ensures communication remains fully encrypted.

By default, CREO provides a compliance-ready framework without central storage, logging, or 
backdoors.

11.3 Zero-Knowledge and Privacy by Design

 Zero-Knowledge Foundations
Neither developers, node operators, nor the DAO have the ability to access user data. All 
authentication is based on zero-knowledge proofs, meaning identities or credentials are never 
revealed.

 No metadata collection
Routing through SEP nodes ensures zero metadata exposure (see §4.4), with DPN providing an 
additional invisible tunneling layer (see §4.5).

 No master keys, no backdoors
CREO does not contain any hidden master key or administrative override. Only the intended 
recipient of a message can decrypt it, but only once and within a limited timeframe. This 
guarantees that there are no secret mechanisms that allow surveillance or control.

 Local sovereignty
All data, including files, notes, chats, and backups, remain encrypted and under the control of 



the user on their own device. Even during runtime, data remains encrypted through encrypted 
execution.

11.4 View Keys as a Voluntary Transparency Mechanism

CREO enables selective transparency through View Keys (see §6.1 for full definition and properties).
They provide one-time, read-only access to a static snapshot of account data, always under user 
control and cryptographically bound to a chosen recipient.

This mechanism allows voluntary compliance with legal, financial, or institutional verification requests 
while fully preserving privacy. View Keys are never active by default, cannot be exploited as backdoors, 
and always remain under the sole authority of the issuing user. 

11.5 Legal Cooperation and Abuse Prevention

 Abuse Reporting
Every account includes the default contact “CREO Abuse.” Users can report harassment, fraud, 
misconduct, or illegal activity directly from within the app. Reports are encrypted and 
processed without undermining privacy.

 Voluntary Cooperation
If required by law or investigation, a user may voluntarily provide a set of View Keys to verify 
specific data. CREO itself cannot generate or compel this process. Only the user has the 
authority to issue such keys.

 DAO Limitations
The Decentralized Autonomous Organization does not control user accounts. It cannot access 
private data, or seize tokens. Its authority is limited strictly to governance of the treasury, 
approval of upgrades, and coordination of future development.

11.6 Privacy Principles

CREO is governed by unbreakable principles that ensure privacy cannot be compromised, not by 
governments, not by corporations, not even by its own developers.

 No Surveillance
CREO collects no logs, no metadata, and no personal identifiers. Communication is routed 
through the decentralized SEP network and the DPN, making it impossible to trace who is 
talking to whom, when, or how often.

 No Coercion
Users are protected even under pressure. Multiple user accounts, nestable Panic Accounts, and 
View Keys provide mechanisms to resist forced disclosure, ensuring that sensitive information 
remains hidden.



 No Control
CREO contains no master keys, no administrative overrides, and no backdoors. Only the 
intended recipient of a message can decrypt it, once, and within a limited timeframe. No central 
authority has the technical ability to intervene.

Together, these principles ensure that once CREO goes live, it cannot be dismantled, censored, or 
compromised by governments, corporations, hackers, or even its own creators.

12. Conclusion
The demand for secure, private, and censorship-resistant communication has never been greater. 
Governments, corporations, and malicious actors continue to expand surveillance, exploit metadata, 
and pressure centralized platforms to compromise security. Existing solutions, while useful, are 
fundamentally limited by centralized infrastructure, insufficient encryption strength, and a lack of true 
coercion resistance.

CREO will change all this.

With 512-bit cascade encryption, IAE, the SEP network, and the DPN, CREO eliminates metadata, 
central points of failure, and surveillance loopholes. Features such as Panic Accounts, Shock Detector, 
Intrusion Prevention, and View Keys protect users not only from hackers, but also from coercion, legal 
overreach, and physical threats.

Governance is decentralized through the DAO, ensuring that control lies with the community, not with 
corporations or governments. The fixed-supply tokenomics, backed by a transparent crowdfunding 
model, guarantee independence and sustainability without institutional investors or hidden agendas.

More than €35 million of prior development has already laid the foundation. The final crowdfunding 
goal of €6 million will merge these innovations into a single unstoppable platform: CREO and its DAO. 
Once launched, CREO will be as irreversible as Bitcoin, a global infrastructure for privacy and digital 
freedom.

No surveillance. No coercion. No control.

CREO is not just another application. It is the infrastructure for the Free World Economy (FWE): a 
parallel economy where individuals, organizations, and nations can communicate, collaborate, and 
transact without fear of leakage, censorship, or surveillance.

The seed has been planted.
With your support, CREO will grow into an unstoppable global network for truth, freedom, and privacy.

13. Appendices
13.1 Token Supply and Distribution
The total supply of CREO Governance Tokens is permanently fixed at 120M tokens.



No additional tokens will ever be minted. This guarantees scarcity, prevents inflation, and protects long-
term holders.

Allocation at Launch

 Crowdfunding — 50% (60M tokens)

 Distributed via official CREO PDF Certificates at €0.10 per token

 Maximum raised: €6,000,000

 Per-wallet cap: €10,000 (100k tokens) to prevent whale dominance

 Enforced at purchase and issuance to ensure broad community distribution

 All CREO PDF Certificates are bearer instruments. No personal data, registration, or 
identity linkage is required to hold or redeem them 

 DAO Treasury — 20% (24M tokens)

 Reserved for governance incentives, partnerships, and community grants

 Controlled initially via multisig, later fully DAO-managed

 Strategic Reserve — 10% (12M tokens)

 Held for contingencies, partnerships, and emergencies

 Excluded from governance unless explicitly activated by DAO, capped at max. 10%

 Founders & Contributors — 10% (12M tokens)

 Subject to a 24-month linear vesting schedule

 Governance influence simultaneously restricted by the Voting Power decay model (see 
§9.7 and §12.2)

 Even after vesting, Founder VP can never exceed 10% and continues to decline as 
participation increases

 Liquidity Pool — 10% (12M tokens)

 Paired with €1,200,000 in ETH/USDC at launch on Uniswap v2/v3.

 The corresponding LP tokens (ownership rights) are permanently burned, ensuring the base 
liquidity can never be withdrawn.

 As a result, the pool has no owner and functions as a permanent public trading infrastructure.

 While paired, these tokens carry 0% VP; once acquired by traders through swaps, CREO tokens 
count under Crowdfunding Holders.



Summary Table

Category Allocation Notes
Crowdfunding 50% (60M) Sold via PDF Certificates, €0.10/token, per-wallet cap €10,000
DAO Treasury 20% (24M) Incentives, partnerships, grants; DAO-managed

Strategic Reserve 10% (12M) Contingencies/emergencies; excluded from VP unless DAO-activated
Founders & Contributors 10% (12M) 24-month vesting; VP capped at 10% via decay model

Liquidity Pool 10% (12M) Paired with €1.2M liquidity; LP tokens burned; 0% VP while paired

13.2 Governance Voting Power
While total token supply is fixed (see §13.1), not all tokens carry equal Voting Power (VP) at all times. 
Caps, vesting, and decay mechanisms create a dynamic governance model that evolves over time.

Voting Power at Launch

 Crowdfunding Holders — 50% VP

 Founders & Contributors — 30% VP (decaying, hard-capped at 10%)

 DAO Treasury — 10% VP

 Strategic Reserve — 0% VP (excluded until activated, max. 10%)

 Liquidity Pool — 10% VP (0% while paired; shifts to Crowdfunding when acquired by holders)

Voting Power in the Stable End-State

 Crowdfunding Holders — 60% VP (includes Liquidity Pool tokens once acquired)

 DAO Treasury — 20% VP

 Founders & Contributors — 10% VP (permanent hard cap under decay model)

 Strategic Reserve — 0% VP (unless DAO-activated, max. 10%)

Decay of Founder VP

 Launch: 30% VP

 Automatic decay as participation increases

 Permanent cap: 10% VP

Formula:
Founder VP = max(10%, 30% × (1 – active_participation / 70%))

This ensures founders never exceed 10% influence, regardless of vesting, while encouraging broad 
participation and guaranteeing long-term decentralization.



13.3 Glossary of Core Concepts

 SEP (Secure Encryption Protocol): A decentralized relay mesh of independent SEP Nodes. 
Handles routing without revealing metadata or content.

 DPN (Dedicated Private Network): A tunneling layer that hides not only message content, but 
also the fact that communication is occurring.

 IAE (Individual Adaptive Encryption): Personalized encryption algorithms unique to each user. 
Algorithms evolve per session.

 ASK (Advanced Security Keys): First introduced in 2008, ASK has been used for more than a 
decade in secure communication platforms. In CREO, ASK enables interoperability between 
different secure systems over the SEP network. 

 Panic Accounts: Decoy accounts for coercion scenarios. Protect sensitive data under duress.

 Temporary Keys: Time-bound cryptographic keys that are only valid within a specified 
timeframe. Once expired, they automatically become invalid and cannot be reused, ensuring 
forward security.

 Disposable Keys: Single-use cryptographic keys that are valid for one operation only. Once 
used, they are permanently destroyed, preventing replay or brute-force attacks.

 Encrypted Containers: Secure storage units within CREO that protect both the contents and 
their existence. Data inside remains encrypted at all times, preventing unauthorized access or 
even detection of the container itself. 

 View Keys: One-time, read-only cryptographic keys bound to a chosen identifier (e.g., name, 
pseudonym). Allow voluntary transparency without ongoing access. 

13.4 Compliance References

CREO is engineered not just to meet, but to exceed the world’s strictest regulatory frameworks. Its 
technical controls go far beyond the minimum requirements, providing a level of security and privacy 
that can be considered “over-compliance.”

 GDPR (EU): CREO guarantees full data sovereignty, with zero metadata collection. Protections 
extend far beyond GDPR by design, ensuring that even theoretical metadata leaks are 
eliminated.

 HIPAA (US healthcare): CREO’s AES-512 cascade encryption and multi-layer defenses surpass 
HIPAA’s baseline requirements, providing security margins that are considered overkill by 
current medical data standards.

 PCI DSS (finance): CREO implements zero-knowledge authentication and eliminates the 
storage of unencrypted payment data entirely, exceeding PCI DSS technical mandates and 
removing whole classes of compliance risk.



By deliberately going beyond what regulations require, CREO ensures that compliance is not just a 
checkbox exercise but an intrinsic guarantee of the system.

13.5 Prior Development Investments

Over €35 million has already been invested by the CREO development team in 14 independent 
communication applications. These apps served as testbeds for technologies such as cascade 
encryption, secure storage containers, and panic accounts. This prior work ensures CREO is built on 
proven, field-tested foundations.

14. Security Audit & Open-Source Commitment
CREO is designed to withstand not only today’s threats but also future advances in surveillance, 
cryptanalysis, and coercion. To ensure maximum trust, the platform commits to independent validation, 
a hybrid open-source model, and continuous community oversight.

14.1 Independent Security Audits

 External Auditors: All critical components, including the DAO smart contracts, the SEP routing 
protocol, and cryptographic implementations, will be audited by independent security firms.

 Auditor Names: Leading firms (TBD, announced before launch) will be contracted to ensure 
credibility.

 Scope: Audits cover contract logic, attack surfaces, cryptographic soundness, and governance 
mechanisms.

 Frequency: Before launch and at every major protocol upgrade. Reports will be published 
publicly.

14.2 Hybrid Open-Source Roadmap

 Core Modules: Components that require transparency and interoperability — such as the SEP 
node software, DAO governance contracts, and SDKs — will be released under open-source 
licenses. This allows independent verification, peer review, and trustless integration.

 Proprietary Modules: Advanced modules such as Individual Adaptive Encryption (IAE), AES-512 
proprietary encryption, and the Dedicated Private Network (DPN) remain closed-source. These 
are considered sensitive intellectual property and are not publicly disclosed.

 Audit & Verification: All proprietary components are subject to independent external security 
audits prior to production release. The audit reports will be made public, and reproducible build 
hashes will allow the community to verify that the distributed binaries match the versions that 
were audited.



 Transparency by Design: This hybrid model balances maximum transparency where possible 
with security and IP protection where necessary. Users never need to “trust blindly,” since even 
proprietary code paths are validated by independent experts and linked to verifiable builds.

14.3 Bug Bounty & Responsible Disclosure

 Community Incentives: A permanent bug bounty program will be established, rewarding 
security researchers who responsibly disclose vulnerabilities.

 Funding: Bounties are financed directly from the DAO Treasury, ensuring long-term 
sustainability.

 Scope: Covers cryptographic flaws, implementation errors, governance exploits, and abuse 
vectors.

 Disclosure Policy: Reports will be acknowledged within 7 days, triaged within 30 days, and fixes 
released within 90 days (critical fixes prioritized). This ensures responsible disclosure without 
exposing users to unnecessary risk.

14.4 Ongoing Community Verification

 Continuous Review: Developers, users, and third-party researchers can audit both the open-
source repositories and live deployments.

 DAO Oversight: The DAO has authority to commission additional audits, increase bounty 
budgets, or halt upgrades if vulnerabilities are detected.

 Immutable Records: All audit reports, bug bounty results, and fixes are permanently logged on-
chain for maximum accountability.

Through these measures, CREO establishes itself not only as a privacy-first platform but as a verifiably 
secure one. Independence, transparency, and continuous validation guarantee that CREO remains a 
system no one has to “trust”, because its integrity can always be verified.

14.5 Threat Model

CREO explicitly defines its threat model to set realistic expectations and demonstrate how its 
architecture neutralizes common adversaries.

Adversary Capabilities CREO Mitigations

Nation-State Actors Mass surveillance, traffic 
interception, legal coercion

SEP network (no metadata), DPN (traffic 
indistinguishable from noise), Panic Accounts, View 
Keys (voluntary only)

Internet Providers (ISP) Deep packet inspection, traffic 
throttling, logging

DPN (conceals traffic existence), Multi-channel 
routing (SEP, Tor, Matrix)

Commercial 
surveillance/spyware 

Targeted device exploits, social 
graph analysis, data mining & 

IAE (per-user encryption), IPS (intrusion prevention), 
Sandboxed plugins, Secure Notes & File Storage



Adversary Capabilities CREO Mitigations
vendors (e.g., NSO 
Group/Pegasus, 

Candiru, FinFisher)
correlation

Hackers & 
Cybercriminals

Exploit vulnerabilities, steal 
credentials, inject spyware

IAE (per-user encryption), IPS, SEP, DPN, Sandboxed 
plugins

Physical Seizure & 
Coercion

Device confiscation, forced access, 
rubber-hose coercion

Panic Accounts (decoy), Shock Detector, AES-512 
cascade encryption, Auto Lock options, Secure 
Containers
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